Cybersecurity

e Encrypting your Computer

e Setting up Antivirus

e Using a Password Manager




Encrypting your Computer

Users with personal devices have a responsibility to ensure that their devices
connected to the BAC Network are encrypted. College owned devices set up
by Helpdesk will be encrypted during setup. This page has instructions for

encrypting personal devices.

Windows

Pro / Education / Enterprise Edition

PRIOR TO ENCRYPTION: Device encryption requires the creation
of a recovery key. If you are ever unable to log onto your device or
your computer needs replacement, you will NOT be able to recover
data from your disk without this recovery key. It is recommended
you save it in multiple secure locations for future use. Helpdesk is

not responsible for the storage of your recovery keys.




1.

2.

Open the Start Menu and search Manage BitLocker.
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Control panel
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Control panel
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Select the drive you want to encrypt and press Turn on

BitLocker.

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

C: BitLocker off

b T

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.
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3. Click Back up your recovery key.
Operating system drive

C: BitLocker on

¥

i

Fixed data drives

Removable data drives - BitLocker To Go

Insert a remowvable USE flash drive to use BitLocker To Go.

4. Click Print the recovery key.

%ﬁ BitLocker Drive Encryption (C:)

How do you want to back up your recovery key?

o Seme settings are managed by your system administrator.

A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
It's a good idea to have more than one and keep each in a safe place other than your PC,

— Save to a file

—> Print the recovery key

How can | find my recovery key later?

Cancel

5. Click Microsoft Print to PDF, then click Print.
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It is important that the PDF created is not saved locally. If
BitLocker triggers and locks your encrypted drives, you will

not be able to access any local files.

6. Click Encrypt entire device.
7. Select New encryption mode.

8. Restart your computer.

Home Edition

Windows Home uses BitLocker, however the user interface is significantly

simplified. See this guide for instructions on how to encrypt your Windows

Home device.

MacOS

1. Go to System Preferences.

2. Open Security & Privacy.


https://www.tech2geek.net/how-to-enable-encryption-on-windows-11-home-device-encryption-guide/

3. Choose the tab FileVault and authenticate by clicking on the

padlock in the bottom left corner.

@ < HH Security & Privacy Q, Search

General | FIGVELIEY Firewall  Privacy

FileVault secures the data on your disk by Turn On FileVault...

Y _ encrypting its contents automatically.
WARNING: You will need your login password or a recovery key to access your data. A

recovery key is automatically generated as part of this setup. If you forget both your
password and recovery key, the data will be lost.

FileVault is turned off for the disk “Macintosh HD".

~

@ Click the lock to prevent further changes. Advanced...

4. Click Turn on FileVault.
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5. Select the user(s).

Security & Privacy

Each user must type in their password before they will be able to unlock

g the disk.

. Jane Appleseed Enable User... |
Admin -

John Appleseed
@ Admin o

? Cancel Back
l a)
@ Click the lock to prevent further changes. Advanced... ?

6. Write down/take picture of the recovery key.

If you forget your password, you will need this key to access

your files.

7. Apple can also store they key, in case you lose your password and

all other backups.

8. Restart your computer.
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Setting up Antivirus

The college requires that you use an Antivirus on devices you use to access
college data. This includes laptops used for work or school, as well as
occasionally personal desktops and mobile devices. Our antivirus

recommendations are sorted by operating system below.

Windows

e College Owned

o Any Windows machine purchased/owned by the college,

should be protected using Microsoft Defender 365.

o This is a program that must be installed by the Helpdesk, so
if you don’t think your device is protected, please contact the

Helpdesk immediately.

e Personal

o Employee work use

o Personal Windows machines that are being used for
work should be onboarded to Microsoft Defender 365 by
Helpdesk.

o Please contact the Helpdesk to get this set up on your

device.

o Non-work use



o Personal Windows machines not used for work related
purposes can be protected with the built-in Microsoft

Defender.

MacOS

e College Owned

o Any Mac machine purchased/owned by the college requires

Microsoft Defender 365.

o This is a program that must be installed by the Helpdesk, so
if you don’t think your device is protected, please contact the

Helpdesk immediately.

e Personal
o Employee work use

o Personal Mac devices require an antivirus solution to be

installed for protection.

o If this is a personal device used for work, Helpdesk will
set up Microsoft Defender 365 on it. Please notify the
Helpdesk if you have a personal Mac used for work

purposes that doesn’t have Defender on it yet.

o Non-work use

o For a free antivirus solution for Mac, the Helpdesk

recommends Malwarebytes



https://www.malwarebytes.com/mwb-download It is

important to note that the free version of Malwarebytes
does not offer automatic antivirus scanning. Scans must

be run manually.

o For a paid antivirus, the Helpdesk’s current
recommendation is Bitdefender for Mac. It costs $40 a
year and offers: active online protection, adware
blocking, ability to add extra protection to important
files, and Time Machine protections, which helps secure
your backups.

https://www.bitdefender.com/solutions/antivirus-for-

mac.html#plans

Linux

Linux machines and their recommendations will depend upon the Linux
distribution that is being used. Please contact the Helpdesk for additional

information if you use a Linux device.

i0OS & Android

If you use a mobile device to access company information, it must have

an antivirus solution installed on it.


https://www.malwarebytes.com/mwb-download%20
https://www.bitdefender.com/solutions/antivirus-for-mac.html#plans
https://www.bitdefender.com/solutions/antivirus-for-mac.html#plans

Download Microsoft Defender onto your mobile device from the
Apple App Store or Google Play Store.

Microsoft Defender: Antivirus
Microsoft Corporation

n-app purchases

5M+ (3

Downloads Everyone ©

Safeguard your identity and

Microsoft Defender:...

Stay ahead

of online threats

Once installed, you can log into the app by using your network

account credentials.

If you have any difficulties with accessing/activating protection,

please contact the Helpdesk.


https://apps.apple.com/us/app/microsoft-defender-security/id1526737990
https://play.google.com/store/apps/details?id=com.microsoft.scmx&utm_source=na_Med
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Using a Password
Manager

The Helpdesk recommends you use a password manager to keep track of
your account information. The default password managers in your web
browser are not actually very secure; not to mention that your browser login
is likely the first thing to be compromised in a theoretical data breach. Our
recommendation is to use Bitwarden, which is free, high quality, and

compatible across your devices.

Switching from your browser password manager(s) to Bitwarden is
quick and simple. Instructions for this are at the bottom of the page.

Take me there!

Setup

1. Go to https://bitwarden.com/

2. Click on the Downloads tab at the top of the page.

Secure your Al applications and agents with Bitwarden: L

D bit\Na r’d en Products v F’ncmgFea:u’es v Resourcesv  Q Get Started Free Talk to Sales Log

3. Download and install the desired version of Bitwarden (we

recommend you start with the desktop application). The available

versions are:


https://bitwarden.com/
https://helpdesk.brynathyn.edu/uploads/images/gallery/2026-06/Ympimage.png

a. Browser extension—useful for auto-filling usernames and

passwords online

Web browser extensions

Install the Bitwarden browser extension into your favorite web browser for a seamless browsing experience.

@ Chrome @ Safari o Firefox o Opera @ DuckDuckGo Vivaldi @ Brave

b. Desktop application—useful for filling in credentials in non-

browser applications faster

Desktop Applications

Install Bitwarden on macOS, Windows, and Linux desktops with native applications. See supported features for each

o Windows & Macos O Linux

c. Bitwarden is also available as a mobile app for use on the go, as

well as being viewable as a normal website.

4. Find and open the version of Bitwarden downloaded.
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5. Click on Create Account.

Log in to Bitwarden

‘,_ Email address irequired) ‘

C] Remember email

or

® Use single sign-on

New to Bitwarden? Create account

~— Creating account on {required)

6. F | bitwarden.com v \ n and click Continue.
~— Email address [required)
example.account@brynathyn.edu ‘
— Name

| Example Account ‘

[:] Get advice, announcements, and research
opportunities from Bitwarden in your inbox.
Unsubscribe at any time.

By continuing, you agree to the Terms of Service and
Privacy Policy

If you forget your master password, you will NOT be able to
access your vault. Neither the Helpdesk nor Bitwarden support

can help you get back into your account.
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a. You will now be able to log in on the main page.

7. Oncein, click + New to add a new login (desktop application

pictured, however this should be evident on all platforms).

Bitwarden = O
U]

File Edit WView Account Window Help

U bitwarden RV

Password Manager

* B Vault | Q  Search vault

= 88 All vaults

Name 3 Owner 2 Options

8. Store various passwords by filling out the Name, Username, and

Password fields.

a. You can include the URL and any notes related to the

account/log in.

b. You will be able to either right click on the entries or select the
clipboard icons next to them when you need to copy/paste your

password over.

C. You can also store things like debit or credit cards and use

Bitwarden to securely auto-fill them in various websites or apps.

9. Once you have, say, the desktop version installed, we recommend
installing the browser extension and mobile app. Once you log in with
the account you created, all of your passwords will appear and be

accessible just like that.
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There are also paid versions of Bitwarden that are available for both
individual use and sharing either with one person or family. This can allow
you to share passwords and access other premium features like MFA. More

details can be found at this link: https://bitwarden.com/pricing/

Transferring your Passwords

Passwords saved in your browser can either be easily exported, then
imported into Bitwarden; or even more easily imported straight from

Bitwarden (depending on where you want to export them from). To do so:

1. In the Bitwarden desktop application, click the Import button on the

left side of the main screen.

.
[7) Bitwarden

| File Edit View Account Window Help

U bitwarden

Password Manager

b El Vault

* B Send
® Generator
& Import

& Export

a. This option should also be available in any version of Bitwarden

(browser extension, mobile app, etc.), but instructions provided


https://bitwarden.com/pricing/
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here are just for the desktop version.

Select a folder for passwords to be imported into if you have one

prepared.

Under File format, select the location of the passwords you

exported from.

Import

Folder
(—— Select a folder --

Select this option if you want the imported file contents moved to a folder

Data

File format (required)
( Edge

@ Edge Instructions

The process is exactly the same as importing from Google Chrome.
See detailed instructions on our help site at
https://bitwarden.com/help/impert-from-chrome/

() Import directly from browser (8 Import from CSV

Select the import file
( Choose File  No file chosen

( or copy/paste the import file contents

Follow the instructions that appear for the location you selected.
Click Import.

If you have passwords stored in multiple browsers or accounts,

repeat for each browser/account you have used.
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Congratulations, your passwords are safely and conveniently stored in

Bitwarden!



