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Microsoft 365

Installing Microsoft 365

All students, faculty and staff are assigned a license to the Microsoft 365

suite of apps.

e Microsoft 365 apps can be accessed via the web at

m365.cloud.microsoft/apps.

e The desktop version of Microsoft 365 apps offer more features and

can be installed with the instructions below.

Instructions

1. Head to


https://m365.cloud.microsoft/apps

icrosoft 365

Setting up OneDrive



Microsoft 365

Meeting on Teams

When scheduling a Teams meeting, you are given a variety of options. This
page contains instructions for how to set up different kinds of Teams

meetings.

Scheduling

1. Select the Calendar view.

2. Select the drop-down arrow in the top right.
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e sun Mo Tue L] Wed Thu Fri Sat
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3. Pick a template to use.

Update --- m = O X,
[ week ~ = Filter applied ~ | -~ (X Meet now - mn

3 Event
11 12 13

h e sat  {=) Channel meeting

Organization templates
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a. View all templates will show the full list. Each is described in

the section below.

4. Fill in the rest of the basic information about the meeting (location,

time, attendees, etc.), then send the invite.

Types

Channel Meeting

Choosing Channel meeting will create a basic Teams meeting where
participants can discuss with each other. This is the best option for one-on-

one or group conversations.

Live Event and Town Hall

Live Events and Town Halls support a massive number of viewers
connecting to watch content live from the host. Viewer participation is under
the control of meeting organizers for managed Q&A and similar interaction.
These are best suited to public presentations. The main difference is that in
Town Halls participants are strictly limited to no microphone or camera,

whereas in Live Events input permissions can be changed.

Webinar

Webinars are similar to live events, but have advanced features both for
pre-registering attendees, and for managing multiple presenters. This is ideal

for when presenters are attending from multiple locations.



Lecture and Class

Lectures and Classes are very similar to meetings, but have a few
additional options to limit which participants can present, use their mics, text
chat, etc. The only difference between the two is that classes have chat set

to only during the meeting, whereas lectures default to having the chat

available outside the meeting.



Setting up Outlook on
Mobile

If you forget your email address and/or password, see What is my

Username and Password?

1 _— - - -1 - - b1 N klAAl,

2. Tap Add Account.

3. Enter your college email address.

4. Select Office 365 as your account type or email provider.
5. Enter your Microsoft account password, then click Sign in.

6. Approve your sign in request via Authenticator when prompted.


https://helpdesk.brynathyn.edu/uploads/images/gallery/2026-06/tUrqr-code-5.png
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You now have access to your college email on the go!



Microsoft 365

Encrypting Messages in
Outlook

All students, faculty, and staff should have the ability to send encrypted
emails. This page details how to encrypt your message and how to view an

encrypted message in Outlook.

Background

Microsoft offers a few different levels of encryption. This is an outline of what

the different levels do (all levels are securely encrypted):

e Encrypt-Only is the default, it means the message is encrypted in
transit and the recipient will have to authenticate with their email to
view the message, or use a one-time code sent to their email to

authenticate.

e Do Not Forward disables the forward option and disables printing.
Of course, this doesn’t disable screenshots or the user’s ability to

take a picture with their smartphone.

e Bryn Athyn College - Confidential means the recipient won’t be
able to open the message in a non-Bryn Athyn College/GC Outlook

client. This is in case someone is having their work email forwarded



to a personal email.

e Bryn Athyn College - Confidential View Only is the same as

above, only the content cannot be modified or replied to.

If you wish to send an encrypted message, we recommend setting up the
encryption before writing your message. That way, if you accidentally send
the message before you are done typing it, it will still be encrypted.
Additionally, you can send this link from Microsoft that explains how end

users can open a protected message: https://support.office.com/en-

us/article/how-do-i-open-a-protected-message-1157a286-8ecc-4ble-ac43-

2a608fbf3098

Instructions

These instructions were created with the Outlook desktop app. If

you're encrypting on the Outlook web version, the instructions remain

the same, although the buttons may look slightly different.


https://support.office.com/en-us/article/how-do-i-open-a-protected-message-1157a286-8ecc-4b1e-ac43-2a608fbf3098
https://support.office.com/en-us/article/how-do-i-open-a-protected-message-1157a286-8ecc-4b1e-ac43-2a608fbf3098
https://support.office.com/en-us/article/how-do-i-open-a-protected-message-1157a286-8ecc-4b1e-ac43-2a608fbf3098

1. Create a new email. In that email select the Options tab at the top.

Y Mew Chanter
o7} 2 U S Untitled - Message (HTML)
File Message  Insert Format Text  Review Help & Tell me what you want to do
1T m- |Aptos(Bod}f] v |12 v‘ B I U & - A « - 0~ = ~ [4
L L ]
> | =]
Loce |
Send
Subject
2. Select Encrypt.
| e d
o7} G % Untitled - Message (HTML)
File Message Insert Options Format Text  Review  Help Q gt to do

Themes ~ [Ja Colors ~ Fonts ~ [@] Effects ~ @3 Page Color ~

Use Voting Buttons ~
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| L To |
> |
. ce |
Send _
Subject

Use Voting Buttons ~ level from the drop-down menu.
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3. E| Encrypt ~

Set permission on this item

+" Encrypt-Only
Do Mot Forward

Bryn Athyn College - Confidential

Bryn Athyn College - Confidential Yiew Only

You may have to click Encrypt first for the dropdown to

appear correctly if this is your first time encrypting a message.
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4. Write and send your message!
Viewing

For anyone with a Bryn Athyn College email, viewing an encrypted email will
be the same as opening any other email. If you're sending an encrypted

email to someone outside of Bryn Athyn College, like to a Gmail address, the

recig Encrypted Email spem « a plit:
® Benjamin Evans <benjamin.evans@brynathyn.edu> & 3:26PM (2 minutes ago) 1% “«
tolan, me «
[ ]

Why is this message in spam? This message is similar to messages that were identified as spam in the past.

Report not spam ®

Benjamin Evans (benjamin.evans@brynathyn.edu) has sent you a protected
message.

[#lock

Read the message

Learn about messages protected by Microsoft Purview Message
Encryption.

Privacy Statement

Learn More on email encryption.
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

When received, it may automatically go into the recipient's

spam folder.
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Once the recipient clicks on Read the message, they will be taken

to a login page.

o Here they can either log in with their personal email account
(e.g. <name>@nmuai | . com), or use the One-time passcode option
to sign in.

benjamin.evans@brynathyn.edu has sent you a protected message

a

Sign in to view the message

Sign in with Google

Need Help?

Privacy Statement

They will then be able to view the contents of the message.


https://helpdesk.brynathyn.edu/uploads/images/gallery/2026-06/zoNimage.png

Microsoft 365

Reporting Messages In
Outlook

Use the Report Message drop down to select from a couple ways to deal with
phishing or junk mail. These features help Microsoft keep your information

safe and your inbox filled with only important emails.

Instructions

The screenshots below will match the Outlook website and the modern
version of the desktop app. If you use the old version (Outlook Classic)

on your desktop, the buttons may be in different locations.

1. Inthe Home tab, click the Report button with the dropdown arrow.

332 Outlook (1 Search

- — File Home View Help
I Ignore o7 /= Y =~ Reply F 0o < Sweep
8 U 05 0T e @ e
MNew G HoC Delete Archive 8 Report " nEpl e Meeting = Share to Move —= U
oe V ~ «* Forward ~ Teams v

Mew Delete e Respond Teams Move

2. With the message you want to report highlighted, click Report junk
or Report Phishing. See Junk and Phishing at the bottom of this

page if you don't know which to select.


https://helpdesk.brynathyn.edu/uploads/images/gallery/2026-06/G66image.png

@ © Reply @

Report %~ Reply all Meeting
w ~~ Fo

0, Report phishing
@ Report junk O

3. Click Report to confirm.

Report junk

Reporting junk helps improve junk detection for you and others in the future.

[] Don't show me this message again

4. The message will be moved to your Junk Email folder. After 30 days

there, it will be deleted.

When you report a message, a copy will be sent to Microsoft to update
spam filters, and all future messages from that sender will be sent

directly to the Junk Email folder.

If you reported a message accidentally and wish to restore it:

1. Find the message in your Junk Email folder and select it.

2. Click the Report dropdown.


https://helpdesk.brynathyn.edu/uploads/images/gallery/2026-06/JOiimage.png
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3. Click Not junk.

9,

Report
~ > Forward ~

(1) Report phishing
:
Junk

These are messages that you don't want to receive. For example, they may
be advertisements you don't care about or find offensive. Junk emails are

annoying, but not necessarily malicious.

Phishing

Phishing is the practice of luring you into disclosing personal information,
such as bank account numbers and passwords. Often phishing messages
look legitimate but have deceptive links that open fake websites. Phishing

emails are always malicious, but not necessarily annoying.


https://helpdesk.brynathyn.edu/uploads/images/gallery/2026-06/xsjimage.png

Cybersecurity



Cybersecurity

Encrypting your Computer

Users with personal devices have a responsibility to ensure that their devices
connected to the BAC Network are encrypted. College owned devices set up
by Helpdesk will be encrypted during setup. This page has instructions for

encrypting personal devices.

Windows

Pro / Education / Enterprise Edition

PRIOR TO ENCRYPTION: Device encryption requires the creation of a
recovery key. If you are ever unable to log onto your device or your
computer needs replacement, you will NOT be able to recover data
from your disk without this recovery key. It is recommended you save
it in multiple secure locations for future use. Helpdesk is not

responsible for the storage of your recovery keys.




1. Open the Start Menu and search Manage BitLocker.

Duen I EAivantinm / :nl-qr|

Q Manage BitLocked

sry
& @ Apps Documents Web Settings People Folders Photos » ' IF¢
Ve
Best match
- - ne
& ﬁ Manage BitLocker
Control panel
13y
Search the web 10+ > Manage BitLocker
Control panel s
Q. manage bitlocker - See more search results
sa'
Q. manage bitlocker settings @ Open
Q. manage bitlocker control panel lot
e

Q, manage bitlocker settings 11

Q. manage bitlocker windows 10

2. Select the drive you want to encrypt and press Turn on BitLocker.
BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

C: BitLocker off

-

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USE flash drive to use BitLocker To Go.
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3. Click Back up your recovery key.
Operating system drive

C: BitLocker on

e
Al —

¥

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USE flash drive to use BitLocker To Go.

4. Click Print the recovery key.

% BitLocker Drive Encryption (C:)

How do you want to back up your recovery key?

o Some settings are managed by your system administrator.

A recovery key can be used to access your files and felders if you're having problems unlocking your PC.
It's a good idea to have more than one and keep each in a safe place other than your PC,

— Save to afile

—> Print the recovery key

How can | find my recovery key later?

Cancel

5. Click Microsoft Print to PDF, then click Print.

& o= Print Xk

£

General

L7
[7¢]
@
a
S
=
]

= Pendelton-2-4
= SHARP BP-30C26 PCLE

3
Status: Ready Preferences
Location:
Comment: Find Printer...
Page Range
u [+ 7 Number of copies: 1 =
Selection Cument Page
Pages: Collate

L&}
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It is important that the PDF created is not saved locally. If
BitLocker triggers and locks your encrypted drives, you will not

be able to access any local files.

6. Click Encrypt entire device.
7. Select New encryption mode.

8. Restart your computer.

Home Edition

Windows Home uses BitLocker, however the user interface is significantly

simplified. See this guide for instructions on how to encrypt your Windows

Home device.

MacOS

1. Go to System Preferences.

2. Open Security & Privacy.


https://www.tech2geek.net/how-to-enable-encryption-on-windows-11-home-device-encryption-guide/

3. Choose the tab FileVault and authenticate by clicking on the

padlock in the bottom left corner.

@ < i Security & Privacy Q Search

General |alsEliee Firewall  Privacy

FileVault secures the data on your disk by Turn On FileVault...
. Py - encrypting its contents automatically.
n WARNING: You will need your login password or a recovery key to access your data. A

recovery key is automatically generated as part of this setup. If you forget both your
password and recovery key, the data will be lost.

FileVault is turned off for the disk “Macintosh HD".

' a)

E.  Click the lock to prevent further changes. Advanced...

4. Click Turn on FileVault.
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5. Select the user(s).

Security & Privacy

Each user must type in their password before they will be able to unlock

gn: the disk.

. Jane Appleseed Enable User... |
Admin

John Appleseed
@ Admin 0

? Cancel Back
E Click the lock to prevent further changes. Advanced... ?

6. Write down/take picture of the recovery key.

If you forget your password, you will need this key to access

your files.

7. Apple can also store they key, in case you lose your password and all

other backups.

8. Restart your computer.
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Setting up Antivirus

The college requires that you use an Antivirus on devices you use to access
college data. This includes laptops used for work or school, as well as
occasionally personal desktops and mobile devices. Our antivirus

recommendations are sorted by operating system below.

Windows

College Owned

e Any Windows machine purchased/owned by the college, should be

protected using Microsoft Defender 365.

e This is a program that must be installed by the Helpdesk, so if you
don’t think your device is protected, please contact the Helpdesk

immediately.

Personal

Employee work use

e Personal Windows machines that are being used for work should be

onboarded to Microsoft Defender 365 by Helpdesk.

e Please contact the Helpdesk to get this set up on your device.

Non-work use



Personal Windows machines not used for work related purposes can be

protected with the built-in Microsoft Defender.

MacOS

College Owned

e Any Mac machine purchased/owned by the college requires Microsoft

Defender 365.

e This is a program that must be installed by the Helpdesk, so if you
don’t think your device is protected, please contact the Helpdesk

immediately.

Personal

Employee work use

e Personal Mac devices require an antivirus solution to be installed for

protection.

e If this is a personal device used for work, Helpdesk will set up

Microsoft Defender 365 on it.

o Please notify the Helpdesk if you have a personal Mac used for

work purposes that doesn’t have Defender on it yet.

Non-work use



e For a free antivirus solution for Mac, the Helpdesk recommends

Malwarebytes

o https://www.malwarebytes.com/mwb-download

o Itis important to note that the free version of Malwarebytes
does not offer automatic antivirus scanning. Scans must be run

manually.

e For a paid antivirus, the Helpdesk’s current recommendation is
Bitdefender for Mac. It costs $40 a year and offers: active online
protection, adware blocking, ability to add extra protection to
important files, and Time Machine protections, which helps secure

your backups.

o https://www.bitdefender.com/solutions/antivirus-for-

mac.html#plans

LinuXx

Linux machines and their recommendations will depend upon the Linux
distribution that is being used. Please contact the Helpdesk for additional

information if you use a Linux device.

1I0S & Android

If you use a mobile device to access company information, it must have an

antivirus solution installed on it.


https://www.malwarebytes.com/mwb-download%20
https://www.bitdefender.com/solutions/antivirus-for-mac.html#plans
https://www.bitdefender.com/solutions/antivirus-for-mac.html#plans

Download Microsoft Defender onto your mobile device from the
Apple App Store or Google Play Store.

‘ Microsoft Defender: Antivirus
Microsoft Corporation

n-app purchases

4.3% 5M+ ©

26K reviews @ Downloads Everyone ©

online security in one app. Safeguard your identity and

Microsoft Defender:...

Stay ahead

of online threats

Once installed, you can log into the app by using your network

account credentials.

If you have any difficulties with accessing/activating protection,

please contact the Helpdesk.


https://apps.apple.com/us/app/microsoft-defender-security/id1526737990
https://play.google.com/store/apps/details?id=com.microsoft.scmx&utm_source=na_Med
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Cybersecurity

Using a Password
Manager

The Helpdesk recommends you use a password manager to keep track of
your account information. The default password managers in your web
browser are not actually very secure; not to mention that your browser login
is likely the first thing to be compromised in a theoretical data breach. Our
recommendation is to use Bitwarden, which is free, high quality, and

compatible across your devices.

Switching from your browser password manager(s) to Bitwarden is
quick and simple. Instructions for this are at the bottom of the page.

Take me there!

Setup

1. Go to https://bitwarden.com/

2. Click on the Downloads tab at the top of the page.

Secure your Al applications and agents with Bitwarden:

D bit\Na r’d en Products v Pr\cmgFeaiu'es v Resourcesv  Q Get Started Free Talk to Sales Log

3. Download and install the desired version of Bitwarden (we

recommend you start with the desktop application). The available


https://bitwarden.com/
https://helpdesk.brynathyn.edu/uploads/images/gallery/2026-06/Ympimage.png

4.

versions are:

a. Browser extension—useful for auto-filling usernames and

passwords online

Web browser extensions

Install the Bitwarden browser extension into your favorite web browser for a seamless browsing experience.

@ Chrome @ Safari o Firefox o Opera @ DuckDuckGo Vivaldi @ Brave

b. Desktop application—useful for filling in credentials in non-

browser applications faster

Desktop Applications

Install Bitwarden on macOS, Windows, and Linux desktops with nafive applications. See supported features for each

o Windows & Macos O Linux

c. Bitwarden is also available as a mobile app for use on the go, as

well as being viewable as a normal website.

Find and open the version of Bitwarden downloaded.
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5. Click on Create Account.

Log in to Bitwarden

‘,_ Email address irequired) ‘

C] Remember email

or

® Use single sign-on

New to Bitwarden? Create account

~— Creating account on {required)

6. F | bitwarden.com v \ n and click Continue.
~— Email address [required)
example.account@brynathyn.edu ‘
— Name

| Example Account ‘

[:] Get advice, announcements, and research
opportunities from Bitwarden in your inbox.
Unsubscribe at any time.

By continuing, you agree to the Terms of Service and
Privacy Policy

If you forget your master password, you will NOT be able to
access your vault. Neither the Helpdesk nor Bitwarden support

can help you get back into your account.
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a. You will now be able to log in on the main page.

7. Oncein, click + New to add a new login (desktop application

pictured, however this should be evident on all platforms).

Bitwarden = O
U]

File Edit WView Account Window Help

U bitwarden RV

Password Manager

* B Vault | Q  Search vault

= 88 All vaults

Name 3 Owner 2 Options

8. Store various passwords by filling out the Name, Username, and

Password fields.

a. You can include the URL and any notes related to the

account/log in.

b. You will be able to either right click on the entries or select the
clipboard icons next to them when you need to copy/paste your

password over.

C. You can also store things like debit or credit cards and use

Bitwarden to securely auto-fill them in various websites or apps.

9. Once you have, say, the desktop version installed, we recommend
installing the browser extension and mobile app. Once you log in with
the account you created, all of your passwords will appear and be

accessible just like that.


https://helpdesk.brynathyn.edu/uploads/images/gallery/2026-06/Gf9image.png

There are also paid versions of Bitwarden that are available for both
individual use and sharing either with one person or family. This can allow
you to share passwords and access other premium features like MFA. More

details can be found at this link: https://bitwarden.com/pricing/

Transferring your Passwords

Passwords saved in your browser can either be easily exported, then
imported into Bitwarden; or even more easily imported straight from

Bitwarden (depending on where you want to export them from). To do so:

1. In the Bitwarden desktop application, click the Import button on the

left side of the main screen.

.
[7) Bitwarden

| File Edit View Account Window Help

U bitwarden

Password Manager

b El Vault

* B Send
® Generator
& Import

& Export

a. This option should also be available in any version of Bitwarden

(browser extension, mobile app, etc.), but instructions provided


https://bitwarden.com/pricing/
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here are just for the desktop version.

Select a folder for passwords to be imported into if you have one

prepared.

Under File format, select the location of the passwords you

exported from.

Import

Folder
(—— Select a folder --

Select this option if you want the imported file contents moved to a folder

Data

File format (required)
( Edge

@ Edge Instructions

The process is exactly the same as importing from Google Chrome.
See detailed instructions on our help site at
https://bitwarden.com/help/impert-from-chrome/

() Import directly from browser (8 Import from CSV

Select the import file
( Choose File  No file chosen

( or copy/paste the import file contents

Follow the instructions that appear for the location you selected.
Click Import.

If you have passwords stored in multiple browsers or accounts,

repeat for each browser/account you have used.


https://helpdesk.brynathyn.edu/uploads/images/gallery/2026-06/t16image.png

Congratulations, your passwords are safely and conveniently stored in

Bitwarden!



Vonage
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Adding Outlook Contacts
to Vonage



Meeting with Vonage



Vonage

Vonage Support and
Guides

This page contains a handful of resources you can use to troubleshoot issues
you may be having with the Vonage application or Yealink hardphones. You
can also look through the attached documentation if you want to know how

to set up specific functionality, such as a voicemail message.

Customer Care info from
Vonage

e Training Center: View tutorials and get Quick Start and User Guides.

e Support Site: Our knowledge base houses the topics we discussed

today and much more on all of the features and services available to

you. Just search or navigate to the topic you need.

e \Vonage System Status: Vonage system status and information.

e Vee, Chat, and Submit a Case: Ask Vee (our chatbot) questions and

get the answers you need. Vee also directs you to Chat with Us or

Open a Case if unable to return an answer.

e Vonage Business Cloud Community: Ask questions, share ideas with

other customers and get answers to frequently asked questions.


https://vbctraining.vonage.com/
https://businesssupport.vonage.com/businesscloudhome
https://businesssupport.vonage.com/trust?lob=businesscloud
https://businesssupport.vonage.com/contactus?lob=business
https://businesssupport.vonage.com/s/

e Call Us: If your inquiry requires a conversation, contact our

Customer Care and Technical Support teams: (866) 901-0242

Vonage support requires you to provide an account number to receive

support. The BAC Account Number is 315013.

User Guide PDFs

e Vonage Desktop Application

e Yealink T42 User Guide

e Yealink T46 User Guide



https://brynathyncollege.sharepoint.com/:b:/s/ITInternal/EbQqkKfrPQ9Gv0GXvN2bd8EBcxcu4GVtUvJlifUXh9HzBg?e=LdC9Va
https://brynathyncollege.sharepoint.com/:b:/s/ITInternal/EadOFC_ELWZAt11Vn3itTj0B-9sJ3RdfPrbBSOZKwuE6Kg?e=MUA5uy
https://brynathyncollege.sharepoint.com/:b:/s/ITInternal/Ecqe6LOpqsBHtfE4xDr4GmMBr9p7l8i8XdMZpCycQpyScg?e=f6wEBe

Accessing the Library's
Electronic Resources

The Swedenborg Library subscribes to a number of electronic resources to

support students, faculty and patrons in their research and education.

OCLC's EZProxy is a service that makes it simple for members of the Bryn
Athyn College community to access the Swedenborg Library’s Electronic

Resources.

1. Go to the Swedenborg Library's Electronic Resources.

2. Select one of the available databases.
Databases

* Birds of the World (BOW)— A powerful new resource that brings together scholarly content
from four celebrated works of ornithology— Birds of North Americaand Neotropical Birds
with Handbook of the Birds of the World Alive and Bird Families of the World into one rich

and colorful hub where you can find comprehensive, authoritative information on birds.

CloudSource OA — a vast, growing, curated collection of high-quality. reliable, Open Access
articles, journals, books, and other media that that is not behind a paywall. Search
CloudSource by selecting CloudSourceOA from the dropdown menu on the library's online
catalog.

* Credo — an Infobase collection that provides access to the full text of hundreds of highly
regarded and popular reference books. Entries are enhanced with images. sound files.
animations and videos.

+ Encyclopedia Britannica — a multimedia encyclopedia and dictionary.
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3. On the OCLC login screen, enter your campus username and
password.

What is my Username and Password?

®

OCLC

Please enter your username: |john.smith ]

Please enter your password; | ........................ l

Once you log in, the session will stay open for 2 hours with no activity.

As long as you are active, the session will stay open.
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Recovering Deleted Data

This document outlines how long data is recoverable from OneDrive,

SharePoint, Exchange, and Moodle, as well as how to retrieve data if it was

unintentionally deleted.

Microsoft 365

e Currently there is no retention policy for data in Microsoft 365.

e Data of faculty and staff is backed up with 11:11 backup services on

a l-year retention period.

o If you lose data that is unrecoverable following the steps in this
document, and it is within a year since you lost the data,

contact the IT department to recover it for you.

OneDrive

Files deleted from your OneDrive are restorable in 3 stages over the course

of approximately 3 months. See below for details.

e Recycle Bin
o Deleted items are stored in the Recycle bin for up to 93 days.

o To access it:



1. Go to the OneDrive website.

2. Log in with your Microsoft account.

See Logging in with Microsoft 365 for more detailed

instructions.

3. On the left pane, click Recycle bin.

=+ Create or upload

lan Kistner

| ﬁ Home
B3 My files
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‘@' Recycle bin

o After 93 days pass since they were added, files are deleted

permanently.

e Second-stage Recycle Bin
o Items manually deleted from the Recycle bin are stored in the

Second-stage recycle bin for the remainder of the 93 days.

o E.qg. if a file is purged from the Recycle bin on day 3 since
its deletion, it will still be in the Second-stage recycling bin

for 90 days.
o To access it:

1. Go to the main Recycle bin (see above).

2. Scroll to the bottom of the page.


https://brynathyncollege-my.sharepoint.com/
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3. Click the link to Second-stage recycle bin.

Can't find what you're looking for? Check the Second-stage recycle bin

o After 93 days pass since they were originally deleted to the

Recycle bin, files are deleted permanently.

e Restoring

o Items deleted from the Second-stage recycle bin can be

restored within the original 93 day window.

o E.q.if afile is purged from the Second-stage recycle bin on

day 23 since its deletion, it will still be recoverable for 70

days.

o To restore these files:

1. Click on the gear icon in the top right corner of the screen.

2. Click Restore your OneDrive.
J 2 "? lan Kistner ﬂ
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OneDrive
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https://helpdesk.brynathyn.edu/uploads/images/gallery/2026-06/H5Fimage.png
https://helpdesk.brynathyn.edu/uploads/images/gallery/2026-06/2szimage.png

3. Select a date to restore back to (one before the date you

deleted the desired files).

Restore your OneDrive

If something went wrong, you can restore your OneDrive to a previous time. Select a date preset or use the slider to find a date
with unusual activity in the chart. Then select the changes that you want to undo.

Select a date

Select a date v

Yesterday

One week ago
Three weeks ago

Custom date and time

4. Select updates to keep/discard that occurred since the

selected date.

Restore your OneDrive

If something went wrong, you can restore your OneDrive to a previous time. Select a date preset or use the slider to find a date
with unusual activity in the chart. Then select the changes that you want to undo.

Select a date

Yesterday s

All changes after 6/16/2026, 12:00:00 AM will be rolled back

Restore Cancel

Move the slider to quickly scroll the list to a day.
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Select a change in the list below to highlight it and all the changes before it. Then select the Restore button to undo all the
highlighted changes.

~ — R L Ay T EMLLE LR e e s LT B s s emamans i 6 NS L A R YA RIS e et

g +  Added by lan Kistner 9:27:30 AM @' 2026 Graduate Account Deactivation Spreadshe...
(v} ¢#  Updated by lan Kistner 3:55:19 AM ) SPConverge.config
(V] #  Updated by lan Kistner 3:55:08 AM 2 MyMSTeams.config
v 2 days ago - 6/15/2026 (7)
Vi Updated by lan Kistner 6:27:21 PM £ SPConverge.config

I

Vs Updated by lan Kistner 6:27:11 PM MyMSTeams.config
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5. Click Restore to apply changes and restore your files.

If your Microsoft account gets deleted, all data from your OneDrive will

remain recoverable by the Helpdesk for 365 days.

SharePoint

SharePoint retention has a similar 93-day retention period to OneDrive, just

without the Second-stage recycle bin.

e Deleting a file in SharePoint moves it to the Recycle bin.

o The Recycle bin is viewable in the left pane of any SharePoint

site online.

Helpdesk Resources
Legacy Documents

» Lists

Recycle bin

Edit

o Deleted files will remain there for the duration of the 93 days

unless purged from the Recycle bin manually.

e |If a file is purged, it is still recoverable for the remainder of the

retention period.

Contact the Helpdesk to recover purged files.

After 93 days are up, any deleted files will no longer be recoverable.
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Outlook/Exchange

e Deleted items in Outlook will be sent to your Deleted Items folder,
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e To recover items from the Deleted Items folder:

o Select an email.

o Drag it to your Inbox or any other desired folder.

+ Favorites Deleted ltems ¥ o { = 1
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External Scans for PaperCut MF i B
W Deleted ltems 678

Something went wrong sending...  Tue 3:14 PM )
Hi lan Kistner PaperCut MF has been trying to up...

e Items purged from the deleted items folder it will be retrievable for

30 more days.

e To recover items this way:
o Navigate to the Deleted Items folder.
o Click Recover items deleted from this folder.
o Right click on the item you want to restore, then click Restore.

o This will put the item back in your Deleted Items folder.
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o Drag it out to the desired folder.

Moodle

e Moodle runs daily backups that are kept for 1 month.
e Recycle Bin:
o This is used to restore courses or other deleted items.

o The Recycle bin is set to store data for 6 months before deleting

it.

Blackbaud Hosted Solutions
(RE & FE)

e Backups are fully handled by Blackbaud. Their policy document is

linked below.

e A sign-in may be required to view the page:

https://community.blackbaud.com/blogs/64/1250
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