Encrypting your Computer

Users with personal devices have a responsibility to ensure that their devices
connected to the BAC Network are encrypted. College owned devices set up
by Helpdesk will be encrypted during setup. This page has instructions for

encrypting personal devices.

Windows

Pro / Education / Enterprise Edition

PRIOR TO ENCRYPTION: Device encryption requires the creation
of a recovery key. If you are ever unable to log onto your device or
your computer needs replacement, you will NOT be able to recover
data from your disk without this recovery key. It is recommended
you save it in multiple secure locations for future use. Helpdesk is

not responsible for the storage of your recovery keys.
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Open the Start Menu and search Manage BitLocker.
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Select the drive you want to encrypt and press Turn on

BitLocker.

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

C: BitLocker off
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Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.
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3. Click Back up your recovery key.
Operating system drive

C: BitLocker on

¥

i

Fixed data drives

Removable data drives - BitLocker To Go

Insert a remowvable USE flash drive to use BitLocker To Go.

4. Click Print the recovery key.

%ﬁ BitLocker Drive Encryption (C:)

How do you want to back up your recovery key?

o Seme settings are managed by your system administrator.

A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
It's a good idea to have more than one and keep each in a safe place other than your PC,

— Save to a file

—> Print the recovery key

How can | find my recovery key later?

Cancel

5. Click Microsoft Print to PDF, then click Print.
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It is important that the PDF created is not saved locally. If
BitLocker triggers and locks your encrypted drives, you will

not be able to access any local files.

6. Click Encrypt entire device.
7. Select New encryption mode.

8. Restart your computer.

Home Edition

Windows Home uses BitLocker, however the user interface is significantly

simplified. See this guide for instructions on how to encrypt your Windows

Home device.

MacOS

1. Go to System Preferences.

2. Open Security & Privacy.


https://www.tech2geek.net/how-to-enable-encryption-on-windows-11-home-device-encryption-guide/

3. Choose the tab FileVault and authenticate by clicking on the

padlock in the bottom left corner.

@ < HH Security & Privacy Q, Search

General | FIGVELIEY Firewall  Privacy

FileVault secures the data on your disk by Turn On FileVault...

Y _ encrypting its contents automatically.
WARNING: You will need your login password or a recovery key to access your data. A

recovery key is automatically generated as part of this setup. If you forget both your
password and recovery key, the data will be lost.

FileVault is turned off for the disk “Macintosh HD".
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4. Click Turn on FileVault.
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5. Select the user(s).

Security & Privacy

Each user must type in their password before they will be able to unlock

g the disk.
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6. Write down/take picture of the recovery key.

If you forget your password, you will need this key to access

your files.

7. Apple can also store they key, in case you lose your password and

all other backups.

8. Restart your computer.
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