Using a Password
Manager

The Helpdesk recommends you use a password manager to keep track of
your account information. The default password managers in your web
browser are not actually very secure; not to mention that your browser login
is likely the first thing to be compromised in a theoretical data breach. Our
recommendation is to use Bitwarden, which is free, high quality, and

compatible across your devices.

Switching from your browser password manager(s) to Bitwarden is

quick and simple. Instructions for this are at the bottom of the page.

Take me there!

Setup

1. Go to https://bitwarden.com/

2. Click on the Downloads tab at the top of the page.

Secure your Al applications and agents with Bitwarden: L
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3. Download and install the desired version of Bitwarden (we

recommend you start with the desktop application). The available


https://bitwarden.com/
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4.

versions are:

a. Browser extension—useful for auto-filling usernames and

passwords online

Web browser extensions

Install the Bitwarden browser extension into your favorite web browser for a seamless browsing experience.

@ Chrome @ Safari o Firefox o Opera @ DuckDuckGo Vivaldi @ Brave

b. Desktop application—useful for filling in credentials in non-

browser applications faster

Desktop Applications

Install Bitwarden on macOS, Windows, and Linux desktops with nafive applications. See supported features for each

o Windows & Macos O Linux

c. Bitwarden is also available as a mobile app for use on the go, as

well as being viewable as a normal website.

Find and open the version of Bitwarden downloaded.
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5. Click on Create Account.

Log in to Bitwarden

‘,_ Email address irequired) ‘

C] Remember email

or

® Use single sign-on

New to Bitwarden? Create account

~— Creating account on {required)

6. F | bitwarden.com v \ n and click Continue.
~— Email address [required)
example.account@brynathyn.edu ‘
— Name

| Example Account ‘

[:] Get advice, announcements, and research
opportunities from Bitwarden in your inbox.
Unsubscribe at any time.

By continuing, you agree to the Terms of Service and
Privacy Policy

If you forget your master password, you will NOT be able to
access your vault. Neither the Helpdesk nor Bitwarden support

can help you get back into your account.
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a. You will now be able to log in on the main page.

7. Oncein, click + New to add a new login (desktop application

pictured, however this should be evident on all platforms).
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8. Store various passwords by filling out the Name, Username, and

Password fields.

a. You can include the URL and any notes related to the

account/log in.

b. You will be able to either right click on the entries or select the
clipboard icons next to them when you need to copy/paste your

password over.

C. You can also store things like debit or credit cards and use

Bitwarden to securely auto-fill them in various websites or apps.

9. Once you have, say, the desktop version installed, we recommend
installing the browser extension and mobile app. Once you log in with
the account you created, all of your passwords will appear and be

accessible just like that.
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There are also paid versions of Bitwarden that are available for both
individual use and sharing either with one person or family. This can allow
you to share passwords and access other premium features like MFA. More

details can be found at this link: https://bitwarden.com/pricing/

Transferring your Passwords

Passwords saved in your browser can either be easily exported, then
imported into Bitwarden; or even more easily imported straight from

Bitwarden (depending on where you want to export them from). To do so:

1. In the Bitwarden desktop application, click the Import button on the

left side of the main screen.

.
[7) Bitwarden

| File Edit View Account Window Help

U bitwarden

Password Manager

b El Vault

* B Send
® Generator
& Import

& Export

a. This option should also be available in any version of Bitwarden

(browser extension, mobile app, etc.), but instructions provided
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here are just for the desktop version.

Select a folder for passwords to be imported into if you have one

prepared.

Under File format, select the location of the passwords you

exported from.

Import

Folder
(—— Select a folder --

Select this option if you want the imported file contents moved to a folder

Data

File format (required)
( Edge

@ Edge Instructions

The process is exactly the same as importing from Google Chrome.
See detailed instructions on our help site at
https://bitwarden.com/help/impert-from-chrome/

() Import directly from browser (8 Import from CSV

Select the import file
( Choose File  No file chosen

( or copy/paste the import file contents

Follow the instructions that appear for the location you selected.
Click Import.

If you have passwords stored in multiple browsers or accounts,

repeat for each browser/account you have used.
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Congratulations, your passwords are safely and conveniently stored in

Bitwarden!
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